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Analytical expressions were obtained for the
transformation of RX-differential probabilities
for Boolean mappings under linear shifts of in-
puts and outputs. This made it possible to demon-
strate the relationships between the security pa-
rameters against differential and rotational
cryptanalysis for special classes of ARX-map-
pings.
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Introduction. ARX-cryptosystems are based on a set of
extremely simple operations available at the level of com-
puting processor instructions, such as modular addition,
bitwise addition, cyclic shifts, etc. LRX-cryptosystems use
non-linear logic operations, such as logical AND, instead
of modular addition to improve implementation efficiency.
Due to their simple implementation and ultra-high speed,
ARX and LRX cryptosystems have become an important
part of so-called lightweight cryptography — a field dedi-
cated to the development of reliable algorithms for low-re-
source devices and the Internet of Things.

The development of methods for the differential crypta-
nalysis of ARX-cryptosystems began with the work [1], in
which analytical, computationally efficient expressions for
the probabilities of modular addition differentials were ob-
tained for the first time. The algebraic structure of ARX
systems gave rise a specific type of cryptanalysis known as
rotational cryptanalysis [2, 3], which examines the behav-
iour of pairs of texts that differ in cyclic shift during com-
putations. Finally, a combined attacking method for ARX-
systems was proposed in [4]: differential-rotational crypta-
nalysis (RX-analysis).

This paper considers the algebraic properties of the prob-
abilities of RX-differentials of Boolean functions, focusing
on transformations during linear shifts of inputs and out-
puts. These properties simplify the analysis of ARX-cryp-
tosystems by providing analytical expressions for the dif-
ferential and rotation pair probabilities, derived from the
corresponding RX-differential expressions.

The results presented in this paper were first reported at
the XIII International Scientific and Practical Conference
“Glushkov Readings. Modern Cybernetics 2024 (Decem-
ber 6, 2024, Kyiv, Ukraine).

Required terms and definitions. Let I, = {0,1}". Each
element x €V, is considered as a binary vector
x = (Xp_1,Xn—2, -, X1,%X0), x; € {0,1}, and as a binary
representation of a certain non-negative integer from the
interval 0 mo 2™ — 1. The symbol O denotes the zero vector
(equivalent to the number 0).
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We use the standard notation for logic operation: & for logical AND, v for logical OR and & for bitwise
addition (XOR); all of these operations are applied to vectors bitwise. The symbol + denotes addition mod-
ulo 2™. The inversion of all the bits in the vector x (logical NOT) is denoted by either x or —x.

The symbols «< and >> denote cyclic shifts (rotations) of vectors. For a vector x € V,,, denote its rota-
tion by r positions to the left as

T — —
X' =X KT = (Xpr1) Xner—2s e r X1, X0» Xne1r X2y ++0» Xn—p-)-

Note that the following relationships are valid in the introduced notation: x™ = x > r = x™ " and
x" = x.

Consider an arbitrary Boolean binary mapping f:V, x V,, = V,,. This paper will focus on ARX- and
LRX-mappings, i.e., mappings constructed as compositions of additions modulo 2™, bitwise additions, cy-
clic and non-cyclic shifts and logic operations (AND, OR, etc.).

The differential of the mapping f is an arbitrary triple of vectors (a, 8 — y), where a, 8,y € V,, which
are interpreted as differences (with respect to the bitwise addition operation @) between pairs of input and
output values of the mapping f [1]. The probability of the differential (a, f — y) of the mapping f is defined
as

xdp’ (@, > y) =Pry, {(f(x @ a,y ® B) = f(x,y) Dy}

The rotation pair (by r positions) is a pair of vectors (x,x"), wherer € Z, 0 < r < n, and x € V,, can
be any vector [2]. If we consider a system of two vectors (x,y), the rotation pair is treated as
((x,¥), (x",¥7)); similarly, rotation pairs are defined for larger tuples of vectors. The probability of a ro-
tation pair passing through the mapping f is defined as

rp! () = Proy {f ",y = (f (6, ))'}

The generalized differential, or the RX-differential, of the mapping f is a tuple (r; a, 8 — y) that com-
bines rotation pairs and differentials [4]. The probability of the RX-differential (r; a, 8 — y) of the mapping
f is defined as

xrp! (0,8 > 1) = Proy {f" @ @,y @ ) = (F) D).

The probabilities xdp”, rp/ and xrp” are the security parameters of the mapping f against differential,
rotational and differential-rotational cryptanalyses, respectively. The complexity of each attack is inversely
proportional to the maximum value of the corresponding probability.

Note that rp/ (r) = xrp/ (r; 0,0 » 0), meaning that p/ can be considered a special case of xrp”.
Similarly, xdp/ can be considered a special case of xrp/ when r = 0.

Main results. This paper considers how linear shifts in inputs and outputs affect the RX-differential
probabilities (and, as special cases, the differential and rotational probabilities). In many cases, linear shifts
can be interpreted as the addition of constants or round keys, and they are often used as a mechanism to
strengthen security of ARX-cryptosystems against rotational cryptanalysis.

The following theorem and its corollaries describe how the xrp probabilities change under linear shifts
at the input and/or output of an arbitrary binary Boolean mapping.

Theorem 1. Suppose that f: 1, X 1, — V, is an arbitrary mapping and that 4,, 4,,4 € V,, are arbitrary

vectors. Define a mapping g(x,y) as
9xy):=f(x @4y @ 4,) ® 4.
Then, for all @, B8,y € V,, and r € Z,, the following relation holds true:
xrpd(ria, B —y) =xrp/(ria @4, @ AL DA, @A, >y DADA).
Proof. According to the definition of the probability xrp, we have:
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xrp9(r;a, f > y) = Prey{g(e” @ ay” ® ) = (9(x,y) v} =
= Prx_y{f(xr Da®A,y ®LBA)DA=(Fx DLy D4,) B 4) & y}.
Introduce the substitutions u := x @ 4, and v :== y @ 4,; then u” := x" @ 4%, v" == y" D 47 and,
correspondingly,
xrpd(r;a, f —>y) =
=Pr,{f(0 @a® 4, DMV DDA, B M) = (fwr) OySaD4 =

:xrpf(r;a@AxEBAfc,ﬁ@Ay@Ag, -y@d4a @AT),
which concludes the proof. o
Corollary 1. In the notation of Theorem 1, the following relations hold:
xdp?(a, B —y) = xdp’ (@, > v),
rp9(r) = xrpf(r; A4, D A4,4,D 4, - 4D Ar).
Proof. The given statements follow from Theorem 1 for the edge values of r = 0 (for xdp) and

a =b = c = 0 (for rp). In fact, when r = 0 we have a @ a” = a @ a = 0 for any vector a. This implies
that

xdp9(a, B~ y) = xrp9(0;a, B~ v) = xrp/ (0;a,f > y) = xdp’ (@, 8 - V).
Similarly, we have
rp9(r) = xrp?(r; 0,0 » 0) = xrp/ (r; 4, @ 4L, 4, @ 4, - 4 A7),

which concludes the proof. o

Corollary 2. Let f:V, x V,, = V,, be an arbitrary mapping. If a mapping g is described by one of the
following forms:

1) g(x,y) =f&xy),

2) g(x,y) = =f(x,y),

3) g(x,y) = f*(x,¥) = =f(x,y) — the dual function of f,
then, for all «, B,y € V,, and r € Z,, the following relations hold:

xdp9(a, B = y) = xdp’ (¢, - v),
rp9(r) = rp/ (r),
xrp9(r;a, B —y) = xrpl (r;a, B - y).
Proof. Let us use the fact that x = x @ 11 ... 1. For a vector A = 11 ...1 we have A" = A, or, in other

words, A @ A" = 0. Accordingly, the statements of this corollary are obtained from Theorem 1 and Corol-
lary 1 by substituting the following values:

1) for g(x,y) = f(x,y): Ay =4, =11..1, A=0;
2) for g(x,y) = =f (x,y): Ay =4, =0, A=11..1;
3)forg(x,y) = =f(x,y): Ay=4A,=A=11..1;

which confirms the statement. o

Note that the statements of Theorem 1 (and Corollaries 1 and 2) are valid not only for mappings with
two input arguments, but also for mappings with any number of arguments. In the latter case, however, the
structure of differentials and rotation pairs requires clarification. For example, if f : 1, = V}, is an arbitrary
mapping of one argument and g(x) = f(x @ A,) @ A, then the following relations hold:

xrpI(r;a - B)=xrp/ (r;a @4, DA, - L DADAT).
xdp9(a - B) = xdp/ (a - ),
rp9(r) = xrpf (r; 4, @ AL, - A D A").
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The equality of the xdp probabilities under linear shifts and inversion of the inputs and/or outputs was
demonstrated in [5].

Application of the obtained results. Consider the modular addition function, the primary non-linear
transformation in ARX-cryptosystems: f(x,y) = (x + y) mod 2™. The cryptographic properties of mod-
ular addition have been studied extensively; in particular, [6, 7] provide exact formulas for the RX-differ-
ential probabilities of modular addition.

The following statement describes the dual function of modular addition.

Proposition 1. The dual function of f(x,y) = (x + y) mod 2™ is a mapping

f*(x,y) =(x+y+1)mod 2™
Proof. Let us use the well-known fact that
x=2"—1—-—x(mod2").
Therefore,

ffy) =f(y) =-(x+y) =
=2"-1-2Q"-1—-x+2"-1-y)=x+y+1-2"=x+y+ 1 (mod 2™),
which concludes the proof. O
According to Corollary 2, f and f* have identical distributions of differential probabilities, as well as
rotation pair probabilities. This result is somewhat counterintuitive since adding constants in ARX-transfor-
mations is a common tool for increasing security against rotational cryptanalysis [3]. Indeed, for the function
h(x) = x @ c, the equality h(x") = (h(x))r holds if and only if ¢ = c”. If the constant c is chosen such
that ¢ # ¢” for all r, then such a transformation will significantly complicate the passage of the rotation pair
(if not make it impossible altogether). Clearly, the constant ¢ = 1 satisfies this property. Adding the constant
by more complex modular addition rather than bitwise addition should further enhance these effects. How-
ever, when adding two arguments, adding the constant 1 does not alter the probability distributions of RX-
differentials and rotation pairs and therefore does not increase security against rotational cryptanalysis. Sim-
ilarly, we can consider the sums of a larger number of arguments: for x + y + z, the dual function is x +
y+z+2 forx+y+z+tis, respectively, x + y + z + t + 3, and so on. Therefore, the mere presence
of constant addition does not guarantee protection against rotational cryptanalysis in itself, and the corre-
sponding security evaluation must be obtained through careful analysis.

Let f(x,y) be a rotation-invariant mapping, i.e. f(x",y") = (f(x,y))" for arbitrary x,y. Examples
of such mappings include bitwise operations, such as & or v, as well as arbitrary combinations of these with
rotations of the arguments. Two transformations widely used in LRX cryptosystems are also rotation-invar-
iant mappings: Daemen’s S-box, which is used in the SHA-3 hash function [8] and the Ascon cipher [9]:

S(x) =x&(x K1) P (x> 1),
and the internal non-linear function of the Simon cipher [10]:
flx) = (x K 1D&(x < 8) B (x <L 2).

For rotation-invariant mappings, RX-analysis is equivalent to standard differential cryptanalysis, and
rotational cryptanalysis does not yield meaningful results. The following statement formalizes these well-
known observations.

Proposition 2. For a rotation-invariant mapping f (x, y) and arbitrary «, 8,y € V,,, r € Z,, the follow-
ing relations hold:

xrpl (r; @, —y) = xdp/ (@, BT > y),  rpl(r) =1
Proof. According to the definitions of xrp probabilities and rotation-invariant mappings, we have
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xrp! (50,8 > 1) = Proy {7 @ a,y” B ) = (F(x. ) Dv} =
= Proy {(f((x @ @),y ® ) = (F(xy) DY)} =
= Pro{(fc®ay @) = Flxy) @y} =

=Pro,(fx @ e,y @B ) =fx,y) Oy} =xdp/ (@, >y
The equality rp/ () = 1 follows directly from the definitions of rp probabilities and rotation-invariant
mappings. Therefore, the statement is proven. O
Consider the mapping g(x,y) : = f(x DA,y D Ay) @ A4, which, in general, is not rotation-invariant.
The following statement holds true for mappings of this type.
Proposition 3. If f(x, y) is an arbitrary rotation-invariant mapping, 4, 4,, 4 € V, are arbitrary vectors,

and g(x,y) :=f(x ® 4,y D 4,) @ 4, then
rp9(r) = xdp’ (4, @ 47", 4, DA, > 4@ A™T).
Proof. From Theorem 1 and Corollary 1 we have
rp9(r) = xrpf(r; A4, D A,4, DA, > AD Ar).
By applying Proposition 2, we obtain

rp9(r) = xdp/ (4, ® 47, (4, ® 47) " > @@ 24T,

Since (A @ A")™" = A" @ A, the proposition is proved. o

Proposition 3 reveals an unexpected connection between differentials and rotation pairs for rotation-
invariant mappings with linear shifts.

Ito et al. discovered a particular case of Proposition 3 during their analysis of the Friet-PC cryptographic
LRX-permutation [11].This permutation uses the function

g(xy) = (x ®L)&(>y D A)),
where A, and A,, are constants defined by the specification.

The probabilities of the differentials for the bitwise AND operation (i.e. the mapping f(x,y) = x&y)
were found in [12]. In particular, the probability of the differential («, 8 — 0) for arbitrary a, 8 € V,, is

xdp®(a, B = 0) = 2~ wt@vh),
As any bitwise logic operation describes a rotation-invariant mapping, applying Proposition 3 to the
mapping g(x,y) when A = 0 gives us

rpI(r) = z—wt((A;rean)v(A;reaAy)) _ 2—wt((Ax®A§)v(AyeaA§,))’

which was found in [11]. However, as can be seen, Proposition 3 can be applied to more complex rotation-
invariant mappings and their modifications.

Conclusions. This paper presents analytical expressions for the probabilities of RX-differentials of
Boolean mappings under linear shifts of inputs and/or outputs. It demonstrates that, for some classes of
shifts (in particular, vector inversions), the distribution of differential probabilities and rotation pairs prob-
abilities remains unchanged. Accordingly, some cases of adding constants in the nodes of ARX cryptosys-
tems do not necessarily increase their security against rotational cryptanalysis. The relationship between
differentials and rotation pairs is demonstrated for specific classes of rotation-invariant mappings and their
modifications.

The obtained results could be useful for evaluating the cryptographic security of ARX-cryptosystems
and for developing new secure cryptographic algorithms suitable for low-resource devices.

Funding. The author did not receive any funding for conducting research or writing the article.
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C.B. SIxoBJi€eB

Hesiki anreopaiuni BiaacTuBocTti imoBipHocreil RX-nudepenuiajiB 0yieBux BigoopaxkeHb

Haguanvuo-nayrosuii gisuxo-mexuiunuu incmumym, KIII im. leopsa Cikopcvroeo, Kuig

Jlucmyeanns: yasv@rl.kiev.ua

Beryn. ARX- ta LRX-kpunrocucremMu OyAyrOTHCSI Ha OCHOBI BUKIIOYHO MPOCTHX OMEpALiiid, JOCTYITHHUX
Ha piBHI IHCTPYKIi#f OOYHCITIOBANIBHIX MIPOLECOPIB: MOAYIFHOTO JONaBaHHS, II00ITOBOTO TOIABaHHS, [IUKIid-
HUX 3CYBiB Tomo. Yepes nmpocTy peanizalliio Ta HaABUCOKY MBHAKICTh podoT ARX- Ta LRX-kpunrocucremMu
CTaJIM BOKJIMBOIO YACTUHOIO TaK 3BaHOI «Jierkoi kpunrorpadii» (lightweight cryptography) — HanpsiMky, npuc-
BAYEHOMY PO3pOOLI HaIiHHUX AITOPUTMIB AJISI MaJOPECYPCHUX NMPUCTPOiB Ta IHTepHeTY pedelt. OnHak mpoc-
TOTa CTPYKTYPH CIIPOIIYe MOOYAOBY aTak, TOMY CTBOPEHHS TaKHX CHCTEM BHMarae peTeIbHOTO aHalli3y Ta OLi-
HIOBaHHSI KpUOTOrpadivyHoi CTIMKOCTI 10 BiTOMUX METOAIB aTak, Takux sk RX-aHamis3.

VY naniii po0OTI PO3MIAAAIOTHCS IEPETBOPEHHS iMOBipHOCTeH RX-mudepenuianiB OyneBux GYHKIIHA i
Jac JiHIHHUX 3CYBiB BXOJiB Ta BUXO/iB. BIIaCTUBOCTI TaKuX MEpEeTBOPEHb TO3BOJISIOTH CIIPOCTUTH aHami3 ARX-
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KPUIITOCUCTEM, 30KpEMa, OJIepKyBaTH aHATITUYHI BUpa3u JUld iIMOBipHOCTel qudepeHuianiB Ta nap o0epTaHHs
yepe3 BiAMOBIHI Bupas3u it RX-nudepeHiianis.

Meta po6oTH — 0OTpUMATH TOYHI aHATITUYHI BUpa3u Ais iMoBipHOCcTel RX-nudepenuianis 6yneBux Bijo-
OpakeHb 13 JIIHITHUMU 3CyBaMHU, SIKi JO3BOJIATh IIPOBAUTH OLIBII TOHKHI aHAIi3 KpUNTOTPa(iYHUX BIACTHBO-
CTel TakHUX BiZOOpaXeHb.

Pe3yabTaTn. OTpyMaHO TOYHI aHANITUYHI BUpa3u A iMoBipHOcTell RX-nudepeHuianiB (a Takox 3BU-
yaifHuX qudepeHiianiB Ta map odepTanHs) i OiHApHUX OyJIeBHX Bi0OOpa)KeHsb i3 MiHIMHUME 3cyBamHu. J[oBe-
neHo, mo RX-audepenniany 1is 3a1aHuX BioOpakeHb Ta iX 1BOICTUX (YHKIIH MaTUMYTh OJIHAKOBI IMOBIpHO-
cti. [TokazaHo, 10 J0/aBaHHS i3 KOHCTaHTaMH, TIOMIMPEHUI METO/]| MiIBUILEHHS CTIHKOCTI 10 00epTaibHOrO
KpUITOAHAalli3y, He 3aBKIU Aae OakaHuil epexr. [ng obepranbHO-iHBapiaHTHUX Bi0OpakeHb 31 3CyBaMu Ipo-
JIEMOHCTPOBAHO HECMO[IBAHMH 3B’S130K MK IMOBIpHOCTSIMH T1ap 00epTaHHs Ta iMOBIpHOCTAMH AU EpEHITaiB.

BucHoBku. OTpuMaHi pe3ysbTaTH MOXYTh OyTH BUKOPHCTaHI IpHU aHali3i kpunrorpadiuHoi cTiHKOCTi
ARX-kpunTocHucTeM Ta po3poOdIili HOBUX HAMIHHHMX KpUNTOrpadiuHUX aarOPHUTMIB, MPUIATHUX VIS 3aCTOCY-
BaHHS Y MaJIOPECYPCHUX MIPUCTPOSIX.

Kuarwuosi ciaoBa: cumerpuuna kpumnrtorpadis, ARX-kpunrocucremu, audepenianbHUil KpUIITOAHAII3,
obepTanpHUi KpunroaHaiis, RX-kpunroananis.
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